INCIDENT RESPONSE

ESSENTIAL FOR OT

CYB:= {PAX

The trainees will learn how to handle a cyber incident in the OT environment The trainees will detect
and analyze malwares in class The trainees will detect, analyze and handle a real-live APT

m Trainees: 15 Level: Beginners

Topic: IR Sector: OT Sub Sector: Generation

Description

This training serves as the foundational stage for Incident Response (IR) in OT environments. Trainees will gain
theoretical knowledge and practical experience in organizational cyber-threat incident response processes. Key
concepts and tools covered include managing corporate security policies, developing organizational
procedures, assessing damage severity, and detecting and mitigating cyber-attacks under simulated APT
conditions. The training materials and exercises are tailored to address the specific components and
considerations of Industrial Control Systems (ICS) environments.

-Incident Response Team Member
T : A d. -Incident response teams
arge udience -IT/OT Professional

-Junior OT security personnel in process of qualification

-Acquire the necessary expertise, methodology and practical
experience required to become a skilled First Responder or

o o Incident Response team member in organizations that utilize
Training Outcomes
ICS or OT systems

-Ability to analyze and investigate a hacked system




Mandatory Prerequisites

-Basic background knowledge of information security concepts and solutions
@ -Understanding of basic information security concepts and tools
-Knowledge of computer and operating system architectures and internals
-OT background

U Contact information

For any inquiries on this course, reach out to:

info@cyberpax.eu
+30 210 7525 363
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